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Hashdump Security Club

Common Exploits Within
Large Language Models
A brief overview of jailbreaking
and prompt injection attacks



Large Language Models (LLMs)
● Examples: ChatGPT, Bing AI, Google 

Gemini, Llama, Perplexity, Claude

● Large, pretrained predictive models
○ hundreds of billions of parameters (175B 

for GPT-3)

○ Transformer architecture

● Learn patterns and relationships 
between “tokens” within a corpus of text
○ Token: can be a word, a fragment of one, 

or a symbol 

● Generate plausible text fitting these 
patterns https://en.wikipedia.org/wiki/Transformer_(deep_learning_architecture) 

https://en.wikipedia.org/wiki/Transformer_(deep_learning_architecture)


Training Data
● LLMs trained on text scraped from the Internet

○ Crawler bots

● What concerns does this raise?





LLM guardrails
‐ Areas of the internet contain

− Dangerous instructions

− Inaccurate/outdated information

− Bigotry

‐ Guardrails restrict LLM output
− Filtering of training data

− Supervisor models

− System prompts

https://goody2.ai 

https://goody2.ai


Source: Wang et al.

Filtering



Supervision

Source: Faiq, Sartori, and Woodruff



System Prompts
GPT-3.5 GPT-4o mini

(or pre-prompts)



Obtaining Bing pre-prompt (Edwards)

Prompt Leaking



Jailbreaking

https://github.com/alexisvalentino/Chatgpt-DAN 

https://github.com/alexisvalentino/Chatgpt-DAN


SQL Injection

https://xkcd.com/327/ 

https://xkcd.com/327/


SQL Injection
lastName = "Lenhart"
firstName = "Robert'); DROP TABLE Students;-- "

query = ("INSERT INTO Students (LastName, FirstName) VALUES (‘"
         + lastName + "','" + firstName + "');")

INSERT INTO Students (LastName, FirstName) VALUES 
('Lenhart','Robert'); DROP TABLE Students;-- ');

Resulting query:



Prompt Injection

Goodside qtd. in Willison,
“Prompt injection attacks against GPT-3”

Willison, “Prompt injection: What’s the worst that can 
happen?”



Try it yourself!

https://gandalf.lakera.ai/ 

https://gandalf.lakera.ai/
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