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First, a convenient video

https://www.youtube.com/watch?v=WVDQEoe6ZWY

Virtual Private Networks How they work and when to use them



1 What Are They



Preface

VPNs are complicated
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Preface (ii)

https://commons.wikimedia.org/wiki/File:VPN_classification-en.svg
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At its simplest…

Virtual Private Network (VPN)
A non-physical way of “connecting” two networks together.

TunnelNetwork

The Internet

Network

Virtual Private Networks How they work and when to use them



At its not-so simplist…

Virtual Private Network (VPN)
An encrypted connection between a client or network and a relay, which routes traffic someplace else.

Encrypted TrafficNetwork

The Internet

Relay Someplace else
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Some categories of VPNs
1.d.a Remote Access

Encrypted TrafficClient

The Internet

Relay

Server A

Server B

Server C
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Some categories of VPNs (ii)
1.d.b Site-to-Site

Encrypted Traffic

Branch A

Branch B

Branch C

The Internet

Relay

Server A

Server B

Server C
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2 What They Can Do



Keeping traffic private from your ISP

Encrypted TrafficClient ISP

The Internet

Relay Someplace else

Virtual Private Networks How they work and when to use them



Connecting to internal resources

Encrypted TrafficClient

The Internet

Relay

Server A

Server B

Server C
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Accessing geo-restricted content

Encrypted TrafficClient ISP

The Internet

Relay Someplace else

Visible IP address
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3 What They Can’t Do



Keeping traffic private from your VPN provider

Encrypted TrafficClient ISP

The Internet

Relay Someplace else

Relay needs to know
where to route traffic!
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Shielding your computer from all attacks

Sophisticated attack methods can still work
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Shielding your computer from all attacks (ii)

Malware and virus protection is only as good as the relay makes it
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Other considerations

TLS already secures most requests over the Internet
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Other considerations (ii)

Bad actors with access to the relay can compromise most security
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Other considerations (iii)
3.c.a HSTS (HTTP Strict Transport Security)
• Per-website policy that prevents browsers from accessing insecure contents over HTTP on future

requests
• Header Strict-Transport-Security  designates length of policy and whether subdomains are included
• HSTS preloading applies policy to a designated list of sites before visiting

3.c.b HTTP blocking
• Web server blocks all requests over HTTP, requiring that they go over HTTPS
• Could limit access to content for devices that don’t support HTTPS
• Exists by default within major SDKs (Software Development Kits) like Android and iOS
• Can be toggled on in most major browsers

3.c.c DNS Poisoning
• Penetrated, or rogue DNS server which returns unauthentic responses for queries
• Navigates requests towards malicious servers
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4 Vulnerabilities Can Be Disastrous



CVE-2024-3400 — Palo Alto Networks’ PAN-OS

Remote Code Execution
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CVE-2024-9463/9464 — Palo Alto Networks’ Expedition

Credential exposure
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Who even uses Palo Alto Networks?
4.c.a Many companies
Including…
• Dell
• Chipotle
• Dollar Tree
• Salesforce
• Campbell’s
• TIME
• NBCUniversal
• ADT

4.c.b Many, many universities
Including…
• MIT
• UC Berkeley
• School of Mines
• University of Pennsylvania
• University of Nebraska
• University of Maryland
• University of Wisconsin
• University of Louisville
• University of Denver
• Louisiana State University
• Colorado State University

Virtual Private Networks How they work and when to use them



5 Commercial VPNs



TunnelBear

https://tunnelbear.com
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TunnelBear (ii)

https://www.tunnelbear.com/what-is-vpn#how-it-works
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TunnelBear (iii)

https://www.tunnelbear.com/what-is-vpn#how-it-works
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TunnelBear (iv)

https://www.tunnelbear.com/what-is-vpn#how-it-works
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Windscribe

https://windscribe.com
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Windscribe (ii)

https://windscribe.com/knowledge-base/articles/what-is-a-vpn/
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ExpressVPN

https://expressvpn.com
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ExpressVPN (ii)

https://www.expressvpn.com/what-is-vpn#how-does-it-work
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Private Internet Access

https://privateinternetaccess.com

Virtual Private Networks How they work and when to use them



Private Internet Access (ii)

https://www.privateinternetaccess.com/what-is-vpn
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Private Internet Access (iii)

https://www.privateinternetaccess.com/what-is-vpn
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NordVPN

https://nordvpn.com
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NordVPN (ii)

https://nordvpn.com/what-is-a-vpn/
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NordVPN (iii)

https://nordvpn.com/what-is-a-vpn/
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neutrality-0
• https://en.wikipedia.org/wiki/Virtual_private_

network
• https://en.wikipedia.org/wiki/Transport_Layer_

Security
• https://en.wikipedia.org/wiki/DNS_hijacking
• https://en.wikipedia.org/wiki/HTTP_Strict_

Transport_Security
• https://www.chromium.org/hsts/#preloaded-hsts-

sites

Virtual Private Networks How they work and when to use them

https://security.paloaltonetworks.com
https://www.fcc.gov/document/fcc-restores-net-neutrality-0
https://www.fcc.gov/document/fcc-restores-net-neutrality-0
https://en.wikipedia.org/wiki/Virtual_private_network
https://en.wikipedia.org/wiki/Virtual_private_network
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/DNS_hijacking
https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
https://www.chromium.org/hsts/#preloaded-hsts-sites
https://www.chromium.org/hsts/#preloaded-hsts-sites

	First, a convenient video
	What Are They
	Preface
	At its simplest…
	At its not-so simplist…
	Some categories of VPNs
	Remote Access
	Site-to-Site


	What They Can Do
	Keeping traffic private from your ISP
	Connecting to internal resources
	Accessing geo-restricted content

	What They Can't Do
	Keeping traffic private from your VPN provider
	Shielding your computer from all attacks
	Other considerations
	HSTS (HTTP Strict Transport Security)
	HTTP blocking
	DNS Poisoning


	Vulnerabilities Can Be Disastrous
	CVE-2024-3400 — Palo Alto Networks' PAN-OS
	CVE-2024-9463/9464 — Palo Alto Networks' Expedition
	Who even uses Palo Alto Networks?
	Many companies
	Many, many universities


	Commercial VPNs
	TunnelBear
	Windscribe
	ExpressVPN
	Private Internet Access
	NordVPN
	
	References
	Rabbit-hole content



