
Software Reverse Engineering
Hashdump Security Club



Why reverse engineer software?

• Suppose you’re a security researcher 
who obtained a malware sample

• To address the malware in the wild, 
it’s important to analyze its behavior

• Part of the analysis can be done by 
running it in an isolated, sandboxed 
environment
• Network requests and other behavior can 

be monitored

• But for more detailed analysis, it may 
be necessary to look at the actual 
code of the program

https://en.wikipedia.org/wiki/WannaCry_ransomware_attack



How does it work?

• SRE tools can disassemble and 
decompile programs from 
binaries

• Provides assembly code and a 
partial decompilation back to C 
or C++

• But this decompilation isn’t 
perfect: some information is 
lost, which the user may need to 
reconstruct
o For example, variable names and 

types



Virtualization

• Runs a guest operating system 
within a host OS

• Provide a semi-isolated 
environment from the host system
o Allows features like networking to be 

turned on or off

• Example software: VirtualBox, 
QEMU, VMWare, HyperV

• VMs make untrusted software 
safer, but not completely safe [1]
o For the strongest isolation, use air-

gapped machines



Today's activity

• We have prepared some example 
programs to decompile
o Multiple bite-size C programs 

demonstrating language features
o A short text adventure that is 

otherwise impossible to beat: can you 
win the game?

• The software we’ll be decompiling 
here is not malicious, but we will 
use a VM to model best practice 
regardless

• Note we will not be using CS lab 
machines here

https://en.wikipedia.org/wiki/Colossal_Cave_Adventure
An influence on the game you'll be playing today

https://en.wikipedia.org/wiki/Colossal_Cave_Adventure


Getting started

• Install VirtualBox:
https://www.virtualbox.org/ 
o For an ARM Mac, use UTM instead: this can 

emulate an x86 CPU for our VM.
https://mac.getutm.app/ 

• Download the virtual machine image from 
the link sent in Discord/Teams
o This image contains the Ghidra SRE toolkit and 

example programs for you to reverse engineer
• Open and run the virtual machine in 

VirtualBox or UTM
o If you run into issues, let us know
o Text too small?

Reduce host screen resolution to 1920x1080
• Username: vmuser, password: hashdump

https://www.virtualbox.org/
https://mac.getutm.app/


Useful C functions to know

• puts(char *c): displays text
• printf(char *c, args...): display formatted text

o For example:
printf("Hello, %s, good to meet you.", "Alex")
=> "Hello, Alex, good to meet you."

• strlen(char *c): get the length of a string
• strncmp(char *lhs, char *rhs, int count):

compare up to count characters of two strings [2]
o returns negative number if lhs is alphabetically before rhs,

positive number if lhs is alphabetically after rhs,
zero if lhs == rhs
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