
Log4Shell
An overview of the Log4J vulnerability
02.11.2025

Caleb "Autumn" Luzovich (they/them/theirs)



A really unfortunate and overlooked bug/feature.
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Some funny memes to ease the pain of software developers
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1 How serious was this?



Some news articles
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Some news articles (ii)
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Some news articles (iii)
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CVE-2021-44228

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2021-44228&vector=AV:N/AC:L/PR:N/UI:
N/S:C/C:H/I:H/A:H&version=3.1&source=NIST

Log4Shell An overview of the Log4J vulnerability

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2021-44228&vector=AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H&version=3.1&source=NIST
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2021-44228&vector=AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H&version=3.1&source=NIST


2 Setting the Scene



Logging software with overlooked functionality
• Logging can be a very complex process, so libraries are made to help developers understand what is

happening in their code.
• Some of these libraries include syntactic “lookups” that tell logging methods to substitute it with some

runtime variable, like OS information or date.
• In theory, this should be a useful and viable feature — which it mostly is.
• However, this can become quickly dangerous when mixing with user-inputted data.

${prefix:key}
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Log4J

Configuration

Configuration

Appender[]  appenders
Filter filter
LoggerConfig[] loggerConfigs
StrSubstitutor substitutor

LoggerConfig getLoggerConfig(String name)

Encapsulates  components  compi led
from a user-provided configuration
file (e.g. ,  ` log4j2.xml`)

Filter

Result filter(LogEvent)

Appender

AbstractManager manager
Layout layout
Filter filter

void append(LogEvent)

LoggerConfig

AppenderControl[] appenderControls
Level level
Filter filter

void log(LogEvent)

StrSubstitutor

Interpolator interpolator

String replace(String input)

Layout

byte[]  encode(LogEvent)

Note that a `Filter` can
be provided at 4 levels:
1.  `Configuration`
2.  `LoggerConfig`
3.  `AppenderControl`
4 .  `Appender`

AppenderControl

Appender  appender
Filter filter

void append(LogEvent)

Decorates  an `Appender`
with a `Filter`

Responsible for
property substitution
(e . g . ,  ` $ { e n v : U S E R } ` )

Interpolator

StrLookup[] lookups

String lookup(String input)

StrLookup

String lookup(String input)

LoggerContext

Configuration config
Logger[] loggers

Logger getLogger(String name)

Anchor for the logging system

Logger

void log(Level  level ,  Message message)

The main API entry point
users interact with

AbstractManager

0 . .*

0 . .*

0 . .*

0 . .*

0 . .*

de legates  ` log( ) `

https://logging.apache.org/log4j/2.x/manual/architecture.html
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Lookups in Log4J

StrSubstitutor

Interpolator interpolator

String replace(String input)
String replace(LogEvent event, String input)

Interpolator

StrLookup[] lookups

String lookup(String key)
String lookup(LogEvent event, String key)

StrLookup

String lookup(String input)
String lookup(LogEvent event, String key)

0 . .*

https://logging.apache.org/log4j/2.x/manual/lookups.html
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3 How it Actually Happened



JNDI
• Java has an API called the “Java Naming and

Directory Interface,” which allows the system to
lookup resources and other data by name.

• This allows for requests for resources not only
local to the machine, but also remotely.
‣ Note: This is foreshadowing.

https://docs.oracle.com/javase/tutorial/jndi/
overview/index.html
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LDAP
• One way that resources can be queried using JNDI

is through the Lightweight Directory Access
Protocol.

• LDAP is typically used for credential, network,
and organizational information sharing.

• Some common uses include username and
password lists, telephone subscription lists, and
email directory lists.

• However, in terms of its implementation with
JNDI, it is possible for .class  data to be returned
and run to retrieve values.
‣ Note: This is more foreshadowing…

https://docs.oracle.com/javase/tutorial/jndi/
overview/index.html
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Why does this matter

https://web.archive.org/web/20211204140442/https://logging.apache.org/log4j/2.x/manual/lookups.html
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I present to you…
Remote Code Execution via LDAP using JNDI and string lookups in Log4J
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https://www.wiz.io/blog/10-days-later-enterprises-halfway-through-patching-log4shell
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https://www.intruder.io/blog/log4shell-cve-2021-44228-what-it-is-and-how-to-detect-it
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Tesla
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LinkedIn
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Amazon
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Steam

Log4Shell An overview of the Log4J vulnerability



Cloudflare
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Twitter
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Minecraft
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Google
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Apple
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Apple (ii)

https://twitter.com/chvancooten/status/1469340927923826691
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Some other vulnerable applications
VPNs
• PaloAlto Panorama
• PulseSecure

Networking
• UniFi

Other
• VMware
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Vulnerabilities within JNDI outside the scope of LDAP
RMI
• Remote Method Invocation, which has similar

functionality to LDAP in that it can also call
remote code from a server.

CORBA
• Common Object Request Broker Architecture,

similar to RMI and could potentially allow for
remote code execution.

https://docs.oracle.com/javase/tutorial/jndi/
overview/index.html
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Some closing memes
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